Shopping Online

In this new age of Internet technology more and more people are making purchases online, while others are still afraid that it is not safe.  Although shopping online isn’t completely safe and there is the possibility that someone could steal your credit card or bank account information, it is still safer than handing your credit card to a retail merchant.  This is because most merchants on the internet use a public-key encryption protocol called Secure Sockets Layer (SSL).

How safe is SSL?

· SSL is not 100% guaranteed to safely pass your private date from you to the merchant.  A secondary program called Pretty Good Privacy (PGP) is used to eliminate the merchant from being able to get ordering data from his web server.  It’s not easy to know whether or not a merchant uses PGP, but it is a safe bet that any of the big online merchants like Ebay and Amazon will have it.  If you are buying from a smaller merchant and you aren’t sure they are using PGP, email or call them and ask.  If they aren’t sure then I would be hesitant to buy from them through the internet.

What about buying from online merchants without SSL?

· Buying from online merchants without SSL can still be relatively safe as long as you buy the item from them through phone, mail, or fax.

· It isn’t a good idea to buy from merchants who do not openly show their telephone number, fax number, or mailing address.  This is a red flag for those trying to con you out of your money.  If it looks like they are trying to hide something then most likely they are.

· Don’t buy into get rich quick or sweepstakes sites.  If a deal looks too good to be true then most likely it is.

· Sites that appear very unprofessional are another red flag for a potential fraudulent merchant.

Basically shopping online is pretty safe, even safer then shopping at your local retailer.  Watching out for potential frauds is the main thing you need to watch out for.  Buying from well established sites and companies is usually always a safe bet.

